Small business needs to be concerned about security.
The small business community should be as concerned about their IT security as they are about their customers.  Why?   Because it is the customers that can be injured along with the company.  If your website is hijacked and a virus has been put in a download.  It is the customers that rely on you that will be infected.  So, not only does this affect the company but it affects each of the customers, and potentially prospective customers.  Since many people, looking for something new will turn first to the website of that company before purchasing or calling.  
Some hackers look at small business not for the data that have, but the data that they may have access to.  A small vendor for aerospace or defense contractors that may have access to internal resources at larger firms could be targeted because of the relationships that the company has.  
Internal personal often do have the training to understand the risks that are present with the USB keys, websites, and company information. At best many of these employees are just unaware of the problems that can be caused by visited inflected websites.  The worst case is that the employee is disgruntled and wants to cause harm.  These last two threats can be most damaging.  The employee often has access to sensitive data and resources, like the server and other computers.  The first employee may know that company policy does not allow downloading of some types of files, but they need a program to help them do their work.  They found this great little program to assist in getting the job done.  The problem here is that the software also has a nasty bit of malware attached and the AV does not have this llisted as a virus definition.  This is an all too common event in small business were employees are required to handle as much work as possible.  
Chris Roberts from One World Labs, OWL.  He made a great point during the conference that even at a tech event it is possible for someone to have a rogue AP and perform a man-in-the-middle attack.  He was able to have most of the attendees connect to his rogue AP.  They had no idea, since he was only quietly gathering information, or exploring the network.  
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To understand the security risk better consider the effect of the Target breach.  Target was able to weather a major security problem that affected millions of consumers, but could your business do the same.  Granted that many small businesses do not have the breadth of the consumer base that Target does, but that does not change the fact that if this happened to you business would your company be able to handle the need for auditing and loss of confidence?  Many believe that having AV updates turned on and good firewall in place will protect them.  The problem is that the AV software that you purchased 2 years ago was setup to auto update, but it stopped and you do not know.  Occasionally the engine update will need to be restarted, but most employees ignore the warnings and messages that pop up on their screens.  This does not stop zero day exploits and users that download viruses from the internet.  The BYOD environment has created a new potential threat vector that is difficult to nail down.  This is because the device is not under control of the company and may have been infected prior.  Few consumers consider the danger of using such devices in a business environment.  


Eric from Spotkick, security on devices that have been connected to the Internet but security has not been considered is a large risk.  The devices could be used by hackers to gain access into the network.  Many of the devices have security, but because the business owner may not understand the risks does not employ the security.  This is from the video on this page, http://money.cnn.com/2013/04/22/smallbusiness/small-business-cybercrime/

Verizon 2014 Data Breach Report: The Bad Guys Are Winning
By Robert Westervelt on February 26, 2014, 11:16 am EST
http://www.crn.com/news/security/300071871/verizon-2014-data-breach-report-the-bad-guys-are-winning.htm


National Small Business Association PDF document.  
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IT Security a Major Concern for Businesses
http://www.eweek.com/small-business/it-security-a-major-concern-for-businesses.html

Include information from Webroot and Websense about the persistent attacks.  OWL http://oneworldlabs.com/approach/ 

Tools for defense and identifying an attacker.
http://sourceforge.net/projects/adhd/
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